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Considering Software Supply Chain Risks©
Dr. Robert J. Ellison and Dr. Carol Woody. As outsourcing and commercial product use increase, supply
chain risk becomes a growing concern for software acquisitions. Hardware supply chain risks include
manufacturing and delivery disruptions and the substitution of counterfeit or substandard components.
Software supply chain risks, usually during development, include third-party product tampering or the
introduction of exploitable software defects. This article identifies several current practices that can be
incorporated in an acquisition to reduce those risks.
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